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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	x
	x
	
	

	No
	x
	
	
	
	

	Don't know
	
	
	
	x
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	



2.3	Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3	Justification
Over the last few months, several potential attacks on the 3GPP AN interface and AN infrastructure have come to light that can be mitigated by the use of integrity protection on the User Plane over the radio interface.  This protection is available for a 5G AN with a 5G core but not for LTE with EPC, LTE with a 5G Core, or for EN-DC. 
Furthermore, supporting User Plane Integrity Protection (UP IP) at full data rate for 5G NR with 5G Core has been identified as an issue in Rel-15 and thus a UE capability-based negotiation was introduced in 5G system. Key issues and Potential enhancements to support UP IP up to the full data rate also needs to be studied also for NR while meeting the expected peak data throughput and lower latency as the NR and LTE radio capabilities evolve. 
4	Objective
To study the key issues and potential solutions for integrity protecting the user plane, including potential enhancements needed to support UP IP up to the full data rate, in the following combinations:
· Option 1 - eUTRA with EPC
· Option 2 - NR standalone with 5G Core
· Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
· Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)
· Option 5 - 5G core with eUTRA 
· Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)
The objective is to conclude and recommend normative actions.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	33.XXX
	Technical report on key issues and potential solutions for Integrity protection of the User Plane
	SA#84
	SA#85
	rapporteur:
Evans, Timothy, Vodafone, tim.evans1@vodafone.com



6	Work item Rapporteur(s)
Evans, Tim, Vodafone group, tim.evans1@vodafone.com

7	Work item leadership
SA3	
8	Aspects that involve other WGs
RAN2 for radio layer 2 aspects.
9	Supporting Individual Members
	Supporting IM name

	Vodafone

	Deutsche Telekom AG

	Qualcomm Incorporated

	Nokia

	AT & T

	BT

	Apple Computer Trading Co. Ltd

	Orange

	NEC

	Huawei

	HiSilicon Technologies Co. Ltd

	T-Mobile USA Inc.

	Ericsson

	NCSC

	NIST

	Intel

	Lenovo

	Motorola Mobility

	Philips International B.V.

	KPN

	NTT DOCOMO







